Club Architecture - GDPR

A "four-letter-word", but one that you better pay attention to. As of May 25,
2018, the General Data Protection Regulation (GDPR) applies throughout the
European Union.

Anyone who works with personal data is subject to the rules of GDPR.
Therefore, it is essential for associations or clubs to know what these rules are
and what needs to be considered.

In our Klubs Long Reads, we usually discuss the topic first and then list the
ways Klubs can help at the end.

With GDPR, the discussion is legal and therefore quite complex, so we move
directly to the practical support that Klubs can provide with GDPR and the two
most important documents within GDPR.

Klubs Support with GDPR:
1. Klubs and GDPR

Klubs is GDPR-proof.
All necessary measures within GDPR are standard in Klubs, such as:
e Consent or express and informed consent for all stored data
e Protection of member data in a secure environment
e Security of data against loss, theft, unauthorized access, and
modification by non-users to the best of our ability
e Qutsourcing to third parties (including hosting, transaction mailing, IT
infrastructure) to professional parties with excellent references and
guarantees regarding data protection and uptime
e Anonymous storage of user passwords, not accessible by club
administrators
e Restricting access to sensitive information to authorized persons
e Klubs has a DPO agreement with a Data Processing Officer
e The possibility of remaining anonymous within the association
(personal data not in the membership list), anonymous registration for
activities
e Opt-out for all electronic mailings
e Clear procedures (limitation of authorized persons) for uploading
images

2. Privacy Statement
Feel free to contact us for our standard model to prepare a club-specific
Privacy Statement.

3. Data Processing Agreement



You can also rely on Klubs for the Data Processing Agreement.
As such, as a board member or responsible person, you can be sure that your
association complies with GDPR regulations.

1. What are we talking about?
So, what do we mean by privacy, and what personal data are we talking about?

e Privacy: what are we talking about?
Privacy is simply the right to be left alone. Part of this is the protection
of personal data: there are legal rules for dealing with information
about a person.
e What is 'personal data'?
Personal data is any information about a living and identifiable person,
that is, directly or indirectly traceable to an individual. The type of data
doesn't matter. A few traditional examples of personal data are a first
or last name, (email) address, membership number, or team photo. But
data about someone's behavior and predictions about it (participation
in an activity) are also personal data. The person to whom the data
pertains is called the 'data subject'.
e When do you 'process' personal data?
The concept of 'processing' is also very broad. In practice, any action
with personal data is a processing. Think of collecting, storing,
moving, erasing, forwarding, or modifying, but also of losing or
destroying personal data.
e When may an association process personal data?
According to the law, you may only process personal data for a clearly
defined and lawful purpose. This justification usually consists of:
o A necessary processing to serve a legitimate interest;
o The express consent of a data subject;
o The execution of a contract with a data subject; or
o Compliance with a legal obligation.

2. Membership administration
The membership administration, and in particular the manager or membership
responsible person of an association, often deals with personal data. How do
you handle this?

e What privacy rules apply to membership administration?
The membership administration of your association consists of various
personal data. Think not only of names and membership numbers, but
also of contact and payment details. We briefly discuss what you need
to consider when dealing with membership administration.



e What personal data may you include in the administration?
You may only include personal data for which there is a lawful
purpose. Therefore, check whether there is a valid legal basis for
processing all data (such as a legitimate interest, consent, contract
performance, or legal obligation). Additionally, do not collect and
retain more personal data than is necessary for the purpose you are
pursuing. Note that you may not use personal data for a purpose other
than that for which you obtained it. If in doubt whether a certain use is
allowed, seek expert advice.

e May you share address details with sponsors?
Sponsors are often interested in members' address details so that
they can send commercial messages. However, sharing this data is not
automatically allowed and requires explicit consent from a member. If
sending advertising by post to members by sponsors has been
approved in general by the members' meeting, individual consent is no
longer required for providing data to a sponsor. However, make sure to
communicate the intention to disclose data to sponsors in advance via
the usual channels (newsletter, members' magazine) and give
members a reasonable time to object to the disclosure of their own
data to sponsors.

e May you share email addresses with sponsors?
A stricter regime applies to the provision of email addresses. A
sponsor may not send commercial messages without the explicit
consent of individual recipients due to SPAM regulations. Therefore, if
the sponsor has not obtained such permission (either through your
association or not), you do not have a legitimate reason to disclose
email addresses.

e Membership list
In principle, an association may make a membership list available to its
own members. However, we recommend requesting the members'
meeting to approve this in general if this has not yet been done. The
Dutch Data Protection Authority (Autoriteit Persoonsgegevens) is of
the opinion that online publication of a membership list is only allowed
on a web page shielded from non-members. Therefore, if you want to
enable members to find each other via your app or website, make sure
that this information is only available to your own members.

e How long may you retain data from the membership administration?
In principle, do not retain personal data from a former member for
longer than two years after the end of the membership. A longer
retention period applies to information subject to the tax retention
obligation, namely seven years. Consult with the treasurer within the
organisation about which data qualifies. You may want to retain some
information longer for statistical, scientific, or historical purposes. This
is allowed, but ensure that the data retained for a longer period is not



used for other purposes, and investigate to what extent you can
anonymise the data.

e Security
Membership administration can be an interesting target for malicious
actors. Therefore, ensure good technical and organisational security
measures. Consult with your IT specialist for this.

3. Obligation to provide information

When working with personal data, you are required to inform the data subjects
about what data you process and why. Here you can read everything about it.
- How should the association inform data subjects?

As an association, you are legally obliged to proactively inform data subjects
about the personal data you process, the purposes for which you process this
data, and the data subjects' rights regarding their personal data. You usually
document this information in a privacy statement. Informing data subjects is
not just a matter of compliance with the law, but also a great opportunity to
demonstrate that your association respects the privacy of its members and
others. Remember: the better you inform data subjects in advance about what
you do with their personal data, the less chance you will surprise them
unpleasantly.

- When and how do you inform?

Firstly, ensure that a privacy statement is easily accessible on the association's
website. Our advice is to also tailor the way you inform data subjects to the way
in which you are in contact with them. If someone signs up using a physical
form (such as a membership or participation form), attach the privacy
statement to it. If you use a digital registration form, include a clearly visible
hyperlink to the privacy statement. If members/participants have access to a
digital environment (such as a members portal) after their registration, also link
to the privacy statement there.

— What information do you provide?
You are required to provide at least the following information:

e The official identity and contact details of the association;

e The types of personal data that are processed;

e The purposes for which these processing activities take place and the
legal basis for doing so;

e |f personal data may be shared with third parties, the identity of these
parties;

e |f personal data is stored outside the EU, what measures have been
taken to ensure an adequate level of protection;

e The data subjects' rights (under certain circumstances), including the
right to access, rectify, erase, data portability, and the right to object
to a certain processing activity;



e How long personal data is retained (or which criteria apply to this);

e |f consent is required for certain processing activities, indicate that the
data subject may withdraw this consent at any time;

e A statement that every data subject has the right to lodge a complaint
with the Dutch Data Protection Authority;

e |f personal data is processed for the performance of a contract or a
legal obligation, indicate this and also state what the consequence is if
a data subject does not provide such personal data (for example, not
being able to become a member of the association);

e |f you use profiling or automated decision-making, state this explicitly.

- Be clear
It is of no use for a data subject to read that you use 'some personal data'
'possibly' for 'research'. It may seem attractive to give yourself a lot of leeway
with vague terms like these, but in the end, you will only arouse suspicion.

- Model statement
Do not have a privacy statement yet? We at Klubs can help you draft one
yourself based on a standard model.

- Information point
Ensure there is a clear point of contact where people can ask questions or
make comments about the association's privacy policy

4. Visual materials and social media:
What should you consider when creating and publishing photos and videos?
New media offers more and more opportunities when it comes to using photos
and videos on your website and social media. But how do you handle it wisely?

- Do you need permission to create and publish visual materials?
Photos and videos that feature an identifiable individual are usually personal
data. Therefore, you usually need permission from the individual to create and
publish such material. For many situations, you can solve this in advance by
including a general consent clause in the membership or event terms and
conditions. If you want permission from an individual under 16 years of age,
then you need to ask for permission from their parent/legal representative.

- Right of objection to publication
Note: Someone who gives permission for the creation of a photo does not
necessarily give permission for its publication. In some cases, an identifiable
individual has the right to object to the publication of such images. As a rule,
you must comply with such a request. If this is problematic, and you, as an
association, do not want to cooperate with such an objection, then seek expert
advice.

- Informing
Ensure that members and spectators are informed in some way about any
image recordings. This can be done, for example, in house rules or with the



help of a sign in the clubhouse or on the club premises.

- Social media
Also, on social media, you are responsible for disseminating visual materials on
behalf of the association through your social media accounts and pages.
Therefore, as an association, consider what behavior is desirable and especially
undesirable and make this the subject of discussion in the membership
meeting. For example, you may consider including a paragraph about social
media use in the house rules. The core is ultimately that you safeguard the
privacy of members/individuals who want to avoid such publicity and that you
handle their complaints and requests adequately.

5. Processors
Associations usually work with different parties to process data, such as Klubs
for online member administration or other services for app management and
website hosting. Personal data is almost always processed through such
services. In privacy terms, the IT service provider is called a processor. As a
data controller, you are obliged to sign a processor agreement with these
parties. This agreement mainly contains agreements to ensure that the IT
service provider handles personal data with care. This is very important for your
association because you remain legally responsible for the way in which the IT
service provider handles the provided personal data after engaging their
services.

In the processor agreement, make clear agreements about security and
handling of any data breaches. A data breach occurs when a security incident
occurs that has (or may have) serious consequences for the protection of
personal data. Examples include theft of personal data, infection with
ransomware, or accidental deletion of data. In certain cases, you must report a
data breach, and sometimes to the data subjects as well. This notification must
take place strictly within 72 hours after discovering the incident. It is therefore
crucial that you receive correct and timely assistance from the IT service
provider in such situations, as you are largely dependent on their cooperation
for information provision.

6. Electronic mailings
Many associations send emails to groups of members or interested parties.
However, sending electronic mailings is also subject to rules.

- What should you pay attention to when sending mailings by email?
Sending electronic commercial messages (such as via email or personal
messages via social media) is a form of direct marketing. Special rules apply for
this, also known as the "SPAM rules." The SPAM rules apply to the sending of
"unsolicited" messages, such as newsletters and advertisements. You need
explicit and prior consent from the recipient to send such messages. Opt-out
(not asking for consent beforehand but offering the opportunity to
unsubscribe) is therefore insufficient. Additionally, even if you have consent,
you must always offer recipients an easy way to unsubscribe from such
messages.



- Exception for newsletters to members
Sending newsletters by an association to its members is an exception situation.
An association must be able to inform its members via email about the goings-
on within the association. For example, think of the invitation to a general
meeting or the association's events, competition results, etc. As long as a
newsletter contains only such messages, you do not need explicit consent from
a member. Note: for sending advertisements (such as sponsor mailings) to
members, you do need consent.

- Mixed news messages
Perhaps you as an association want to send messages to members that contain
both news/announcements and commercial elements. Think, for example, of a
sponsor item in a newsletter. In such situations, there is a legal gray area:
ideally, you should ask a member for consent for such messages. Perhaps you
still have address lists for which you have not obtained explicit consent to send
commercial messages. If you send mixed messages to those members, make
sure you offer a proper unsubscribe option and that the General Assembly has
approved such messages in general.

7. Volunteers

Associations have traditionally been largely run by volunteers. These volunteers
regularly have access to personal data in the course of their duties. Think, for
example, of access to member and participant lists. Naturally, you want to deal
with such volunteers as smoothly as possible. You generally exercise less
explicit authority than with employees, and work agreements are often less
strict.

However, never forget: voluntary does not mean without obligation! A lack of
control over volunteers is not without risk from a privacy perspective. As the
responsible party, the association is obliged to ensure that volunteers process
personal data in the manner prescribed by the association. If a volunteer falls
short in this, it can in theory lead to liability for the association and sanctions
from the supervisory authority. Therefore, develop clear policies that explain to
volunteers how they should handle the association's information. Also,
periodically check whether the policy is actually being followed. Also, limit
access to personal data so that volunteers only have access to data necessary
for the performance of their duties.

Volunteers can sometimes suddenly disappear after they resign from their
duties or have provided one-time assistance. So never forget to terminate
access to information in time. Also, make sure that all personal data is returned
and, if necessary, deleted from the volunteer's private equipment.

8. Consent

Consent or explicit and informed consent is necessary for the processing of all
personal data. For young people (under 16 years), explicit consent is required



from a parent or legal guardian of the child. Also, make sure to store given
consent.

"Informed" consent means that you explain to someone which data you collect,
for what purposes you do so, and that you clearly state that a person can
withdraw their consent at any time. You usually record this in a privacy
statement. Make sure that the person can easily consult this statement before
giving their consent.

Membership lists can attract extra attention from the outside world, including
malicious individuals. Good security is therefore important to prevent data
breaches, especially when it concerns sensitive information. If there are IT
suppliers involved (for example, by hosting a web application), then these
parties are processors, and you must conclude a data processing agreement
with them.

9. Cookies

Websites, including association websites, and social media channels use
cookies. It is mandatory to inform end-users of this.

- What to watch out for when using cookies?
Specific rules apply to the reading and placing of information on "peripheral
equipment," such as a mobile phone, tablet, or computer. These rules are
known as the "cookie law" because a cookie is the most well-known example of
reading and placing information digitally. But beware: the rules also apply to
other techniques where information is read or placed. The use of such
techniques is not automatically allowed.

- Types of cookies
Cookies come in roughly three forms:

1. Technically necessary cookies, also called functional cookies. Think of
cookies that make a "shopping cart" of a web store possible. If an
order were spontaneously forgotten, placing an order would quickly
become unworkable.

2. Quality or effectiveness cookies: These can improve the quality and
effectiveness of the website (for IT specialists: think of A/B testing).
Affiliate cookies also fall into this category: this way, an advertiser can
keep track of which ad has actually led to the purchase of a product.

3. Tracking cookies: these cookies track the user's internet behavior.
This way, they can map out the user's interest profile. This form is
widely used in online advertising.

- Consent and information required
According to the main rule, the end-user must give permission before cookies
may be placed. In addition, you must inform the end-user clearly about:



e the name of the party placing the cookies;

e the purpose for which the cookies are used. Think of tracking,
targeted advertisements, or improving the website;

e the type of cookie placed by or through the website;

e the use of other relevant techniques. Think of JavaScript and web
beacons; and

e the potential impact that cookies may have on the user's privacy.

- Exception
There are three cases where no permission is required, and no information
needs to be provided:
e The cookies are technically necessary to enable electronic
communication;
e The cookies are necessary to provide a service requested by the user;
or
e The cookies are intended to obtain information about the quality or
effectiveness of the website and have no or only minor consequences
for the user's privacy.

In practice, this means that you can place almost all technically necessary
cookies and quality or effectiveness cookies as long as this takes place within
the association's own domain. This means that you can often avoid the so-
called "cookie walls." However, when in doubt, always seek expert legal advice.

— Processors
If third parties are involved in facilitating the cookie, this third party may be a
processor. In that case, a data processing agreement must be concluded. This
is the case, among other things, when using Google Analytics. Google allows
you to conclude a data processing agreement.



